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Terrorist groups do not possess the cyber 
capability or intent to damage New Jer-
sey’s critical infrastructure, but extrem-

ists’ growing use of  encryption and the deep web 
makes it difficult to detect and disrupt plotting. 
In 2017, ideological hackers acting on behalf  of, or 
inspired by, terrorist groups will continue to employ 
low-level cyber tactics against opportunistic targets—
including, but not limited to, website defacements, 
malicious code injection, distributed denial-of-service 
attacks, and socially engineered account takeovers. 
These activities pose little threat to public safety.

The dark web is a subset of  the “deep web,” the larg-
est segment of  the Internet that traditional search en-
gines cannot retrieve; it includes password-protected 
forums and applications used for illicit communica-
tions. In July 2016, an 18-year-old conducted a mass 
shooting at a mall in Germany using a handgun pur-
chased through an arms dealer on the deep web. Al-
though this incident had no nexus to a foreign terror-
ist organization, it demonstrates the ease with which 
an individual who otherwise may not be able to legally 
acquire a firearm can connect with illegal sellers.

A substantial portion of  the dark web also hosts illic-
it marketplaces, or “hidden services,” that offer un-
fettered access to narcotics, fraudulent government 
documents, and weaponry, including explosives and 
chemical precursors.

The New Jersey Cybersecurity and Communi-
cations Integration Cell (NJCCIC) assesses that 
terrorists are increasingly using encrypted appli-
cations and the dark web to provide digital safe 
havens for communications, logistics, and fi-
nance. These technologies present major challenges 
for homeland security and law enforcement in identi-
fying and disrupting plots before they occur, as well as 
conducting follow-on investigations.

Pro-Islamic State of  Iraq and Syria (ISIS) hack-
ing groups attracted considerable attention in 
2016 by releasing two dozen “kill lists” containing 
thousands of  US citizens’ personally identifiable 
information, including some 500 in New Jersey. 
The NJCCIC, in coordination with federal partners, 
has informed the individuals in New Jersey and shared 
intelligence with other states on this threat. It is not 
aware of  any incidents involving physical violence or 
additional online harassment against any of  these in-
dividuals.

The activities of  pro-ISIS hackers such as the United 
Cyber Caliphate and Cyber Caliphate Army dropped 
off  in the second half  of  2016 despite occasional re-
leases of  new lists, propaganda, and manuals with in-
structions on how to use the dark web and encrypted 
applications to avoid government detection.

In October 2016, the US Department of  Justice 
charged 24-year-old Maryland resident Nelash Mo-
hamed Das with the intent to kill a US service mem-
ber whose name was on a “kill list” in 2015.

The NJCCIC assesses terrorists are increasingly 
using encrypted applications and the dark web to 
provide digital safe havens for communications, lo-
gistics, and financing.

Threat Low Despite “Kill Lists”


